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Biometrics

+ Biometrics enhance the security of many services

* Biometrics add much convenience for the end-user when
replacing passwords and PIN-codes
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Biometric Applications

* Use of biometrics is increasing
— Security (access control, transaction, tracing)
— Personalization

»  Security services
— Automated Fingerprint Identification System
— Visa Information System

» Biometric passports and identity cards

* Biometric access control systems
— Building access
— Computer or mobile phone log-on
— Electronic banking

»  Biometric ticketing
— Boarding cards
— Stadium tickets

Privacy and biometrics

+ Identity theft

Adoption of someone else’s identity
Abuse of biometric data for false identification or verification

Fingerprints can be copied and abused
» Other biometrics are less vulnerable, e.g., iris scan

Centrally stored biometric data can be copied and abused
» Protection of databases may fail
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Privacy and biometrics
+ Identity theft
» Cross-matching

— Find a person’s identity in a databases on the basis of biometric
data

— Trace a person’s activities by matching biometrics data in
different databases

Privacy and biometrics

+ Identity theft
» Cross-matching
» Extraction of medical data

— Derive medical information from biometric data
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Password protection using one-way hash
function

Easy
X < - h(x)
Hard

3. Alice, h(pwd’)
> -Alice, h(pwd)

Untrusted

-Bob, h(pwd1)

1. Types pwd’ 4. Check:
2. Computes h(pwd’) h(pwd")==h(pwd)
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Biometric template protection

One way Application 1 (Passport)
Secret extraction ——
N
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*H(s3), w3
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Helper data Application 2 (Phone)
Robust and Versatile

Biometric
Modality X
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Biometric ePassport

* Look-alike-fraud
— Use a passport of someone looking like yourself

* An electronically verify-able biometric modality prevents this fraud
— Do person and passport match?

» Examples of Biometric data stored on the passport
— Facial scan
— Fingerprints

*  Protection of biometric information
— Unauthorized use of biometric data stored on passport

— If biometric data is stored centrally, it might be used for unauthorized
purposes

Biometric ePassport and template protection
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Advantages biometric template protection

« Safe storage in centralized database
» Low-cost storage (small template size)

+ Fast read-out and matching time

www.secure-identification.com
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